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BOARD’S OVERSIGHT OF CLIMATE-RELATED RISKS  
AND OPPORTUNITIES

MANAGEMENT’S ROLE IN ASSESSING AND MANAGING CLIMATE-
RELATED RISKS AND OPPORTUNITIES

GOVERNANCE

The Board of Directors has a Risk & Safety 

Committee which has roles and responsibilities 

described in the annual proxy statement. 

Notably, the committee is responsible for 

reviewing the Company’s establishment 

and operation of its enterprise-wide risk 

management (“ERM”), program which is 

designed to identify, assess, monitor and 

manage risk throughout the Company. At 

this time organizational disaster recovery 

planning and business continuity planning 

are actively discussed. These plans address 

issues such as weather-related risks and 

impacts as well as other climate-related 

issues. Discussions also include potential 

climate-based scenario planning to identify 

additional risks and opportunities. 

Climate related issues are currently integrated 

into the following corporate processes:

• Reviewing and guiding strategy

• Setting performance objectives to reduce 

GHG emissions 

• Monitoring and overseeing progress 

against goals and targets for addressing 

climate-related issues 

The Vice President, Environmental, Social and 

Governance (ESG) Strategy has a remit that 

includes sustainability and reports to the CEO 

and Board of Directors on an annual basis.

The Vice President, ESG Strategy has a 

global role and reports to the Executive 

Vice President, General Counsel and 

Secretary, who reports directly to the CEO. 

Through this structure he leads a process 

and team that monitors climate related 

issues most material to Iron Mountain. 

When opportunities or risks are identified, 

the management of the associated action 

plans is either owned by the VP, ESG 

Strategy directly or by the owner in the 

organization where it is most relevant.
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CLIMATE-RELATED RISKS AND OPPORTUNITIES IDENTIFIED 

STRATEGY

In our 2020 CDP response, we provided 

further detail regarding the types of  

climate-related risks and opportunities the 

company faces.

Key climate-related risks identified include:

• Environmental regulations and reporting 

requirements: 

Changes in environmental laws in any 

of the jurisdictions in which we operate 

could increase compliance costs or impose 

limitations on our operations. 

• Carbon pricing mechanisms: 

Energy taxes and changes to regulation 

have the potential to impact the cost of 

energy we purchase or generate.

• Increased severity and frequency of 

extreme weather events: 

Our business depends on providing 

customers with highly reliable facilities, 

power infrastructure and services. Service 

interruptions or significant equipment 

damage could result in difficulty 

maintaining service level agreements.

• Changes in renewable energy 

consumption: 

We may be increasingly exposed to 

increases in operational cost from 

renewable energy regulation including 

renegotiating renewable energy contracts 

for the supply of renewable energy.

Key climate-related opportunities include: 

• Development and/or expansion of low 

emission products and services: 

We service 96% of the Fortune 1000.  

Many of these customers also have publicly 

stated environmental goals. By providing 

products and services like our Green Power 

Pass we can help them meet their goals.

• Increased reliability of supply chain 

and ability to operate under various 

conditions: 

We have already invested in infrastructure 

and other improvements that better 

position us to respond to physical 

changes induced by climate change.

We embrace our responsibility 

to contribute to the fight for a 

net zero future for our planet. We 

seek opportunities to improve 

environmental performance within 

our operations. We enable our 

customers to manage information 

while meeting their environmental 

goals. And we partner with our 

suppliers to unlock opportunities 

to protect our planet, together. 
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IMPACT OF CLIMATE CHANGE ON BUSINESS, STRATEGY,  
AND FINANCIAL PLANNING

STRATEGY

Our approach to our business, strategy and 

financial planning are impacted by climate-

related risks in the following manner:

• Our products and services may be 

impacted as customers are increasingly 

interested in climate-friendly or climate-

neutral products and services. As a 

result, we are finding new ways to 

enhance our products and services to 

help customers solve their own climate-

related challenges, and these new 

aspects of our offerings help differentiate 

our products in the marketplace

• Our supply chain and/or value 

chain may be impacted by climate-

related issues as we are increasingly 

compelled to source renewable energy 

and more environmentally friendly 

materials to support our customers’ 

requirements and our operations. 

• Operations may be impacted if we fail 

to meet our commitment to transition 

to more renewable and sustainable 

sources of energy, it may negatively 

impact our ability to attract and retain 

customers, employees and investors 

who focus on this commitment. 

• Our revenues and direct costs may be 

impacted by climate related risks and 

opportunities. As our operations have 

expanded, climate-related adverse 

events could result in customer service 

disruption, physical damage to one or 

more of our key operating facilities and 

the information stored in those facilities. 

The temporary closure of one or more 

key operating facilities or the temporary 

disruption of information systems, each 

of which could negatively impact our 

reputation and results of operations. 

RESILIENT APPROACH 
TO CLIMATE

We are a durable and resilient company. 

We are committed to renewable energy, 

robust infrastructure, and good risk 

management. Our strategy is flexible. For 

example, we can increase or decrease 

energy supply from a particular source 

as needed, we can speed investment in 

designing and constructing our facilities to 

withstand catastrophes where conditions 

warrant. Actions such as these give us the 

strategic and operational flexibility needed 

to manage a real-estate intensive business 

while facing an evolving risk-landscape. 
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PROCESSES FOR IDENTIFYING AND 
ASSESSING CLIMATE-RELATED RISKS

RISK MANAGEMENT

Iron Mountain’s risk assessment methodology focuses on a set of risk 

rating criteria to calculate overall risk scores. Those scores take into 

consideration four criteria: degree of impact, likelihood of occurrence, 

control effectiveness and risk tolerance. The degree of impact is 

evaluated by considering the financial, reputational and operational 

impact as a result of the risk materializing. 

In the assessment for 2020, climate/extreme weather was identified 

as a residual strategic/financial risk, as well as an “emerging theme” 

that requires addressing.

PROCESSES FOR IDENTIFYING AND 
ASSESSING CLIMATE-RELATED RISKS

We systematically explore and prioritize 

potential risks to the business. This 

information is made publicly available through 

our various regulatory filings and our annual 

reporting. In our 2020 10-K (p.8 -14) we detail 

potential risks. Among them are two climate-

related risks.

If we fail to meet our commitment to transition 

to more renewable and sustainable sources 

of energy, it may negatively impact our ability 

to attract and retain customers, employees 

and investors who focus on this commitment. 

Furthermore, changes to environmental 

laws and standards may increase the cost to 

operate some of our businesses. This could 

impact our results of operations and the 

trading of our stock.

We have made a commitment to prioritize 

sustainable energy practices, reduce our 

carbon footprint and transition to more 

renewable and sustainable sources of energy, 

particularly in our data center business. 

We have made progress towards reducing 

our carbon footprint, but if we are not 

successful in continuing this reduction or if 

our customers, employees and investors are 

not satisfied with our sustainability efforts, it 

may negatively impact our ability to attract 

and retain customers, employees and investors 

who focus on this commitment. This could 

negatively impact our results of operations 

and the trading of our stock. Furthermore, 

changes in environmental laws in any 

jurisdiction in which we operate could increase 

compliance costs or impose limitations on our 

operations. While environmental regulations 

do not normally impose material costs upon 

operations at our facilities, unexpected events, 

equipment malfunctions, human error and 

changes in law or regulations, among other 

factors, could result in unexpected costs, 

which could be material.

Unexpected events, including those resulting 

from climate change, could disrupt our 

operations and adversely affect our reputation 

and results of operations.

Unexpected events, including fires or 

explosions at our facilities, war or terrorist 

activities, natural disasters such as 

earthquakes and wildfires, unplanned power 

outages, supply disruptions, failure of 

equipment or systems, and severe weather 

events, such as droughts, heat waves, 

hurricanes, and flooding, could adversely 

affect our reputation and results of operations 

through physical damage to our facilities and 

equipment and through physical damage to, 

or disruption of, local infrastructure. During 

the past several years we have seen an 

increase in the frequency and intensity of 

severe weather events and we expect this 

trend to continue due to climate change. 

Some of our key facilities worldwide are 

vulnerable to severe weather events, and 

global weather pattern changes may also 

pose long-term risks of physical impacts 

to our business. Our customers rely on us 

to securely store and timely retrieve their 

critical information, and, while we maintain 

disaster recovery and business continuity 

plans that would be implemented in these 

situations, these unexpected events could 

result in customer service disruption, physical 

damage to one or more key operating 

facilities and the information stored in those 

facilities, the temporary closure of one or 

more key operating facilities or the temporary 

disruption of information systems, each of 

which could negatively impact our reputation 

and results of operations. In addition, these 

unexpected events could negatively impact 

our reputation if such events result in adverse 

publicity, governmental investigations or 

litigation or if customers do not otherwise 

perceive our response to be adequate.
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PROCESSES FOR MANAGING 
CLIMATE-RELATED RISKS

MANAGING CRISES

RISK MANAGEMENT

At a site level, we have in place risk management processes 

to ensure our facilities’ exposure to extreme weather events 

(that may be exacerbated by climate change), such as 

storms and floods, is minimized. This includes data center 

placement in locations that are safe from storms, as well 

as other site-specific processes. Iron Mountain details the 

outcomes of its risk assessment in its annual reporting. 

For strategic risk transfer purposes, we maintain a comprehensive 

insurance program with insurers that we believe to be reputable and 

that have adequate capitalization in amounts that we believe to be 

appropriate. Property insurance is purchased on a comprehensive 

basis, including flood and earthquake (including excess coverage), 

subject to certain policy conditions, sublimits and deductibles. 

Property is insured based upon the replacement cost of real and 

personal property, including leasehold improvements, business 

income loss and extra expense.

Iron Mountain has a comprehensive Crisis Management Plan 

(CMP) that provides an overall management process as well as the 

underlying foundational structure that enables the appropriate level 

of senior management oversight in a potential crisis situation. 

The CMP provides the management structure for responding to 

any significant event and/or potential crisis situation, including 

climate-related events, that may impact our operations. While the 

focus is on a physical event, the CMP notification and escalation 

framework can be applied to other situations as needed.

7



BUSINESS CONTINUITY

RISK MANAGEMENT

Iron Mountain’s global footprint and extensive customer base provide unique challenges in the realm of Business Continuity and 

Crisis Management. Iron Mountain must provide an internal infrastructure that promotes resiliency for its own operations, as well as 

rapid recovery to support our customers that may be experiencing similar business disruptions. Iron Mountain maintains a number 

of certifications related to our IT infrastructure as well as our products and services. Iron Mountain demonstrates compliance with 

the American Institute of Certified Public Accountants Trust Services Principles of Security and Availability by way of an independent 

Service Organization (SOC) 2 Type II audit across all data center facilities on an annual basis. We also maintain a SOC 3 report.
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METRICS TO ASSESS CLIMATE-RELATED 
RISKS AND OPPORTUNITIES 

METRICS AND TARGETS

We track our energy consumption and corresponding GHG 

emissions as key performance metrics to measure and manage 

our contributions to climate-related risks and opportunities. 

This includes tracking the percentage of energy that 

comes from renewable sources and reporting our direct 

emissions (Scope 1) and indirect emissions (Scope 2 and 

Scope 3). In 2020 we used 758,595 MWh of renewable 

energy, accounting for 81% of our global electricity use.

Any Scope 1 and Scope 2 emissions are, by definition, indicative 

of exposure to fossil fuel-sourced energy, and thus a source of 

climate-risks were these sources to become regulated or taxed 

significantly. We are seeking to source more of our energy from 

non-fossil fuel sources, and thus these metrics are a direct 

indicator of our progress in doing so. Scope 3 emissions are 

indirect emissions from sources like business travel and employee 

commuting. At this time our focus for Scope 3 emissions is to 

gather more data to better understand any risks or opportunities.

TARGETS TO MANAGE CLIMATE-RELATED 
RISKS AND OPPORTUNITIES 

We are committed to reducing our GHG emissions to help mitigate 

the effects of climate change. In early 2019, Iron Mountain’s science-

based target (SBT) was approved by the Science Based Targets 

Initiative (SBTi). That same year, we voluntarily revised our SBT 

to align with a scenario well below 2°C. Using 2016 as a baseline, 

Iron Mountain committed to reduce absolute GHG emissions by 

25% (initially 20%) by 2025. As of year end 2020, we already 

achieved our goal — six years early — and reduced emissions by 

61%. We have now set an additional goal to reduce our Scope 

1 and Scope 2 emissions by 25% from our 2019 baseline. 

In recent years, we’ve made significant investments in renewable 

energy sources which allowed us to drastically decrease our 

Scope 2 emissions, even as our energy-intensive global Data 

Center business experienced tremendous growth. In addition, 

energy efficiency projects in buildings and improved fleet 

fuel management contributed to our overall reductions. 

As our business continues to grow, our commitment to aggressive 

carbon reduction targets will remain a priority. We will remain 

committed to being transparent about our results and embracing 

our responsibility to contribute to a net-zero future.
GHG EMISSIONS

2020 GHG Emissions by Scope (211,070 MTCO
2
e)

Scope 1 125,318

Scope 2 62,095*

Scope 3 23,657

*Calculated using the “market-based” approach, taking into account 758,595 
MWh of electricity from renewables (backed by RECs).
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